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SENT VIA EMAIL
		
TO:	Region III Field Staff

FROM:	Regional Director Alonzo A. Swann III

SUBJ:	Notice of Scam Involving Region 3 Credit Union 

DATE:	March 11, 2010

A federal credit union in Mississippi recently informed the Division of Supervision about a scam(s).  The FCU indicated that other credit unions in the area are also victims.  The attacks occurred over the last several weeks, generally over the weekend when the credit union is not open for business. 

The perpetrators have used many vehicles in their attempt to acquire members’ personal information.  The initial attack was a text message sent to cellular phones.  It warned the targeted individuals that their credit union account had been blocked and directed the recipient to an 800 number, where an automated attendant ask that they input their debit card number; expiration date; and personal identification number (PIN).  For the few members that did give out their PINs, the credit union knows the perpetrators withdrew funds from an ATM at Chase Bank in Tucson, Arizona.  

Since the initial text messages, there have been voluminous emails and phone calls to cellular and home phones.  The Brandon, MS, area (near Jackson, MS) experienced several computer generated calls.  The emails provided a link to a site which was a clone of the subject credit union’s home banking page.  Digital Defense has helped the credit union shut down 13 bogus websites. 

The subject credit union had over 60,000 emails on Monday, March 1, 2010.  These were undeliverable “bounce backs,” out of office replies, and complaints from non-members asking the credit union to remove them from the contact list.  The subject credit union has notified CUMIS and attempted to contact the FBI. 

If you see this scam in your credit unions, please instruct management that they should alert their members in writing, i.e., newsletter, webpage, and file a Suspicious Activity Report (SAR).  Please provide the specific details involving the scam, including the amount of loss, via _Region 3 DOS Mail and confirm that the credit union has filed the SAR.  If you have any questions, please contact the Division of Supervision.  

cc:	Director of E&I Melinda A. Love
ARDP Hibshman
ARDPO Hornbrook
All SSAs
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